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Abstract Deception detection is important in the field of information security. Existing researches
show that one third of the interpersonal communication involves the potential deceptions, and there
are large amounts of deceptive messages in the more and more Web information. If the deception is
potentially dangerous to people’s life, the survival of enterprise and the stability of the country, then
the negligence of deception may lead to incalculable loss. In the massive amounts of information the
scale of the non-deceptive texts is much larger than the scale of the deceptive texts, so people remain
unsuccessful and inefficient in detecting those deceptive messages by the existing methods, and it is
desirable to create an automated method which could help people flag the possible deceptive messages.
In this paper, we built a deception detection model based on ensemble learning to solve the imbalance
of the existing data sets. Firstly a novel bisecting k-means method is proposed to cut the training
sample set, and the separate classifiers are trained by using each pair of positive and negative samples,
and then each test sample category value is calculated by the classifiers, and finally a novel min-max
modular approach is used to integrate each category result. Experimental results verify the effectiveness

of this method.

Key words deception; deception detection; ensemble learning; cutting samples; min-max modular

support vector machine (M3-SVM)

B OE RBEEALMNRBEZLHRTHELHEAL. AAOHRTERN. Z 50X — AT T L
FRB BRI, K Z ORI &R AEESAEH GBI T A BT M EATE T R IR IEG
%ﬂ#ﬁ@, N T AR BTt B AR R HLAE , A R R RRAR AT M IE T A 3 AU B B AR ), 28 ) 4R
— FF AR B RO A M R IR 4T 8 0 kL AP AT B ﬁﬂ?“‘T"%‘iéﬁfr&fW—%ﬁ@,«k& T—AETERFIT N
HIHAT A AW k. B K e =4 k-means X 5 F kSN GHEREHITOB, >N EFTERERE
TRIE AT ER REANREN LS LR 5 A 1‘}‘:‘%7—?%7591‘ *%$%9"’é5‘]%?$4ﬁ»‘)‘f’%fﬂ%’é\/l\%
PEBIEERFAGRDRRBERAT FERENPIANER. FHLERBIET %5 ko)A M.

k@R IR ERF T AR S RADRRERLIHFEEM
REZESES TP391

ks HHA.2013-11-29;1&[E H#3:2014-06-23

ESTH . BHERHKRE2ILA T H (61005053,61100138,61373082,61322211) 5 [ F“ A\ = & ARWFSE & TR 3450 H (2015AA015407) 5
R 75 A A ICHF IR 5 4 500 H (20121401110013) 5 L1 PG 44 [l [ 82 2% A GYRHIF BT B30 H (2013-022) 5 1L 75 45 1 45 24 BB A1 3 3
H (2015104) 5 [ B A K 2 05 828 4 PRI w0 JF JB0IR 3 4 901 H (CAAC-ISECCA-201402)



1006

HENM R S & E 2015, 52(5)

W AR AL SR AR Z2 2 R gz BT
ERREERRE YA B IRE RIS E R
WA AR A S5 . Ak R A0S S B A
MBI 5E T E AL P A 3 A7 T < 0 BRSSO
I S5 56 AT 5 0 SR B A T 8 B 4 AU 5. O Bl B2 BF O
T Jr R X 5 B L A SO B A U AF 5 %) B A L O
AT @i E28A BN FE e
(media richness theory, MRT)™ 4t 278 B ip
(social presence theory, SPTOF A ¥ & ¥ it
(channel expansion theory, CET)!" 1 A5 A 2 [H]
A4 3 B B8 36 (interpersonal deception theory, IDT)F.
35 B G 000 S 56 AT 58 DAAS [ 9 B2 20 B 1 B A 0 e
FFE R L VR ] 8 B i i AH DG S RN BT Y
5% George % N9 4 WA 52 4 TR [
155 75 2O 3 & A 0 ARG T A9 5% 0 5 Qin A WO Y
3 WRFSE AT HT T A ISR 2R 5 Zhou & AW
() 2 T 5T 6 43 BT 1A 2800 R A D AR AL 4R
ok, Blair 4 NMUURERE SECIRAS 0L B AT SR A UM
BRI 5 Evans 48 DR 5 F R R R THE
Lo FIAHNZE UL BT X8 v S SCAS (18 350 Bk 6z 0 AF 5 4 T
2007 4%, HATE AL FHRR B B . Zhang 5 AN 1 2
TR 5 6 EEAR A T S SO S S A T R A A
S B M 442 3% R BRI SR B A ) A AR g e

PN AT RIIEAE S F AN RPN 2 QT et
AR T T XT T A2 I RN O A SF R M
N TP LR U o VIS PN X NS NG/ A ]
H B e 00 F 5 3 A G B 0. AT HIL IR 4R A Y
T AF AT DASR 2 T8 00 IR L SCAS B = A 4 5 A
T HEATAF B AL AT M 2 14 K 280015 B2
A TR DL SCA BB ST AR PRI T ) SCOAR
F14) 355 B A D AF 5% B E S S HR L B SO
BHE AR R R IR A I 0y 1 B T 3 APk D
IR O M 506 2 A0SR N A R B R B R
SIS 2 Uk A 5 A 0 RS B /N A R
it FE R s )5 IS K B i W TR
AL BRAE g . AT B X 3X 3 A Bk S 2 AT B
For I BfF 5 38 V7 B TR % [0) 8, AR S A S 2
AP AR ) A B L 3 ] e BB A R T M T
W0 2545 B, v A B 15 2, 31 B 4R ) — i R v AR AR
IR A RN Rr )

1 BimeEs

Ak B P it R 2 B A% B8 2R T kOl R O TE
FEAAS RO 2 (9 JE M AE A S 0 S HE I I {6 1) T

ZEANAEARA B D B A 288 J31) o 0 S A 100 DG 32 JE
PEECHE 0 AGI 25 5 B D B AR R AR (B T 25 2R
PRI s A% 558 5328 O 12 7 AR 1 A B8 4R A U Bk A T
JC¥E IR B FU RO . H R i DS P 53 2 R Y
MG KRBT 7028 2 28 D NIIZRBEA T i i B2l
YRAEREA S A BEARCN P A A2 B2 5 2) 2= 2 Bk A
T AR5 B30V T A DR AN S A [i) AT B Y 0 o o 3 24 b A
SR A 2 3 AN P 43 25 ) L

5 R BOHE B A A S AL A D T AR S Bk
08 A% G0 1 Ak B 7 1% T 1% v A i DR B 1) R RIS
o 2 A5 ) L — o B TR i R T 3 R SR HH A
2 ) L < 1D X AT 55 SRS #i B A 07 2045 2) R s
bS] IEAT A AT 55 BB 5 3) Fi — a8 TR W %
H 45 R AL . Bagging Rl boosting 47 AR J& H Hi
RORBAF I 2 B AR W2 > 5 s A AT T 038 K T ik
BB EECLLCoy e, Cr HEE N, NI
AR ) 4y 280k C L (H S50 3R B A AT 7 3E
Mg A R B — 8. Lu % AP0 7E 1999 4R 48 H —
FhEET 20 A &R 48 1Y B /) e KR B A ) 2% (min-
max modular, M3) 5 5% > ik R L T
ARV B B 8 Jir 22 fige phe 1y RO ABE 1 — 2% [ R 4 iR
— 5 B 53 it Sy — FR G0 TN () AH LB ST B 2R
(5] R, i J 3 2ok — 2 1 B R T A% A 2 F ) A
() &5 S 45 B, 45 21 B I) AR 25 2R 2004 4, Lu % APV
B M3 ¥ 4% A1 37 5 1] 7 L (support vector machine,
SVMOAHZE G fF SVM AR JEA I3 e e 48 1 1
s KA AL 7 R ) i ML (M3-SVMD 3% 7 32 £ X
KA E e 4 b () — 28 ) B IROCAS T B A O RAOR .
AR L die /N RS e A N 48 7 3 SR FHAS [R] 1 2k g 26
i O 2 BN VF 2 B0 S el e i bR T L
M PG B s T T L SCAR 53288 LN i P 3 28 R )
Gy AR RO UL R S R 2 )
S figp T ] — [ L, 2 3 o R AT B 0 0 2 Bk DL R
13 2 AN TRl B 2 2 8% AR 5 R R B 7 20K ax g
Fef SIARA A L — AR 2T 2R T I O g
SRR R AR I AE BUR A S R ARG R A S L B RE
ERE-ANFIREMIZAGE T I Re iR m T A
9 43 FE R BE T

BT LA B A A A SCH T RE A R R A3 R A AR
G324 AR UM 45 6 1 T ST T R A 0 A8 AR, 2
FLFE 3 A FE N2 1D IR 2 Rk 5 5 2) FEA L0 43
AR JE 8 I 255 3) AR 43 2 2% 4R . AR SCHE
Zhang % NV M IKOIR R R B L RE L E B R
TG 2 A1) B ff e Ik B X REAR R R 4 PR T



RS TR TR 2T B4 T SCSCA YR S AT

1007

— PR EACHE ) 53 k-means (93143 J7 5 BT UL XK
WU 8 FE HEAT 23 i - SR U 53 0l R 4 X IE AR AR
YZR—A> SVM 433648 5 05 T 1 7 2 45 4 18, F
AL SVM 326488 23 51 T3 78 AL A 1) 2 531

Training :> Cutting Samples
Set

Featqre Feature Set

Selection

Test Set

L/

AR SR 5 S5 PR 2 S AR A 20 JEIE B R Ll i A/
I RABEHAL T i 52 045 A SVM 0y 2 48 (19 B i 25
SR T MR S T A A A 2 T SR A 0 ) A
1R

Feature I
Representation

Learning :>

Feature
Representation
Category

Classifiers

Integrating

Fig. 1 Deception detection model.
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Table 1 Decision Results of Sample
x1 HEXRRIEER

Sample Classification  Predicted Positive  Predicted Negative

Actual Positive TP FN

Actual Negative FP TN
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Table 2 Experimental Results for the Balanced Data Sets

%2 THEBEELTASXBHIRER

Classification Non-deceptive Deceptive

RS

Model Pt R* F.f P R F.

Bayes 0.851 0.761 0.80 0.690 0.799 0.74  0.95
KNN 0.828 0.797 0.81 0.711 0.752 0.73 1. 06

SVM 0.885 0.908 0.90 0.857 0.822 0.84 1.1

S 25 R R WL F ] Sigmoid # e ¥ SVM
RERUTE 3R 2 1 = 2 30 B A 0 52 6 v 45 38 e e 1) 5 5
G5 ARSI 1 — > () R T O 5 0 B8 AR
2 RSO EE A R AT G B S4B, Sy T fl
S HOHE LA BE AT S LI A AR SOk T B
A T SR P SCAS R SR P SCAS Y L R T AR
MR s BE AT T 3056, S50 BE B 900 Ja J B 4 SC
AT 9 000 F AF i M SCASAE g B d 46 5 IRl O T
PRV AT SE R S g 45 2R SRR T 3 s
TR R RO £ 55 7 i 3 41 R AIE B — 2 T IE 2R Y
FEASBCLE 1] 44 5 R AR R 4R — B (& AL 5 300 J iR
B Pk SCAS N 3000 Ff ARSI M SCA K H Yy 2 4R
NSRBI - 1 20 A A D0 25030 15 4 55 50 L OB 5K A
TREEE 3 I (Testl, Test2, Test3) , fx Jg BLiX 3 X
SEYG BN R BB AR B, SLUR SRR 3 TR

Table 3  Experimental Results for the Imbalanced Data Sets

without Cutting Samples
xI AEFNOINFEFEHBFEENIBRER

Non-deceptive Deceptive
Experiments RS
Pt R* Fu P R Fn

Testl 0.939 0.924 0.93 0.342 0.397 0.37 2.33
Test2 0.943 0.919 0.93 0.355 0.443 0.40  2.07

Test3 0.937 0.913 0.93 0.310 0.390 0.35 2.34

Average 0.940 0.919 0.93 0.335 0.410 0.37  2.25

3P AR AR F 8K, X R W Zhang 4§
N Y 7 15 o A S 8 O B v R A B 9 B
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Table 4 Experimental Results for Random Methods

x4 BN FEHOIHER

k R* Pt R~ P Fa Fu RS

4 0.914 0.952 0.537 0.385 0.933 0.455 1.704
5 0.913 0.955 0.573 0.397 0.934 0.477 1.592
6 0.903 0.956 0.583 0.375 0.929 0.468 1.547
7 0.889 0.961 0.640 0.366 0.925 0.484 1.390
8§ 0.880 0.964 0.673 0.360 0.921 0.492 1.307
9 0.879 0.965 0.683 0.362 0.921 0.497 1.287

10 0.871 0.963 0.663 0.340 0.916 0.475 1.313

Table5S Experimental Results for k-means Methods
RS k-means X9 HEHELIER

k R* P R~ P~ Fa Fa RS

3 0.917 0.

©

55 0.567 0.406 0.936 0.479 1.618
4 0.913 0.958 0.597 0.406 0.935 0.492 1.530
5 0.906 0.958 0.607 0.392 0.932 0.488 1.493
6 0.903 0.964 0.663 0.405 0.933 0.519 1.361
7 0.897 0.968 0.707 0.408 0.932 0.537 1.270
8 0.895 0.975 0.767 0.422 0.934 0.569 1.167
9 0.881 0.970 0.730 0.381 0.925 0.527 1.207

10 0.876 0.977 0.797 0.392 0.925 0.55¢

w
w
©
—
—
(=]
(=]

Table 6 Experimental Results for Novel Bisecting k-means
Methods
F6 HiHK 4 k-means FiEM LB ER
k R™ Pr R~ P Fi Fu RS

3 0.915 0.955 0.573 0.403 0.935 0.481 1.596
4 0.909 0.960 0.617 0.403 0.934 0.499 1.474
5 0.906 0.963 0.657 0.411 0.934 0.520 1.380

6 0.903 0.969 0.707 0.421 0.935 0.546 1.278

8 0.886 0.984 0.860 0.430 0.934 0.608 1.030
9 0.878 0.981 0.830 0.406 0.928 0.580 1.058

10 0.873 0.983 0.847 0.401 0.926 0.582 1.031
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Fig. 2 The trend of F,, for four methods.
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